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MpunoxeHue

METOAMYECKUE PEKOMEHOALIUA
O PASMELWLUEHUN HA NUHOPOPMALUMOHHbLIX CTEHOAX, OPULNATIbHbBIX
WHTEPHET-CAUTAX U OPYI'MX UH®OPMALMOHHbIX PECYPCAX
OBLLEOBPA3OBATENbHbIX OPFTAHU3ALMA U OPFAHOB, OCYLLEECTBNAKOLLUX
YNPABJIEHUE B COEPE OBPA3OBAHUA, UHOOPMALIUX O BE3OINACHOM
NOBEAEHWU U UCIMNOJIb3OBAHUU CETU "MHTEPHET"

okcneptamm U uneHamm BpemeHHonm komuccum  CoseTta degepaumm  No  pasBUTUIO
MHPOPMAaLIMOHHOIO 00LLecTBa B paMKax BbIMOSIHEHUA pekoMeHAauun napflaMeHTCKUX CryLaHuin
"AKTyanbHble BOMNpocbl obecnevyeHnsa 6e30MacHOCTM W pasBUTUA AeTen B MHMOPMaLMOHHOM
npocTpaHcTBe", koTopble npownn B Cosete Pepepaummn 17 anpens 2017 r., 6einn paspaboTaHbl
METOAMYECKNE PEKOMEHAALMM O pasMeLeHMM Ha MHEPOPMAUMOHHLIX CTeHaax, oduumnanbHbIX
WHTEPHET-canTax u ApyrMx MHAPOPMAaLMOHHbIX pecypcax oblieobpasoBaTesnbHbIX OpraHu3aumn m
OpraHoB, OCYLLECTBMAKOLWMX ynpaBneHve B coepe obpasoBaHus, MHpopmaumm o 6HesonacHom
noBedeHun u ncnosibaoaHuun cetn "MHtepHeT" (Qanee - meToanyeckme pekoMmeHgaumm).
MeToguyeckme  pekoMeHdauuMuM  HanpaBfieHbl Ha  KayeCTBEHHOE  [MOBbIWEHWE  YPOBHA
WH(POPMALMOHHONW  OeATenbHOCTM  obuwleobpas3oBaTenbHbIX  OpraHM3auuMM U OpraHos,
OCYLLECTBMALWNX ynpaBrneHne B cdepe obpasoBaHus, B YacTU MHAPOPMUPOBAHUA YYaLLMXCS, UX
poauTenen (3akoHHbIX NpeacTtaBuTenen) u negarornyeckmx paboTHMKOB 0O OCHOBHLIX acrekTax
MHdOPMaLMOHHOM 6e30MacHOCTH.

MeToguyeckme pekomeHgauun no3BonAaAT obweobpasoBaTenbHbiM OpraHM3auusM W opraHam,
OCYLLECTBNALWNM ynpaBneHme B cdepe obpasoBaHuA, aKkTyanuM3anpoBaTb YXKE MCMNOSb3yeMble U
pasMeLleHHble MHGOPMAaUNOHHbIE MaTtepuansbl, Tak U NOArOTOBUTbL MX B Cllydae UX OTCYTCTBMUS C
Y4E€TOM JTyYLLMX NPAKTUK U pEKOMEHLaLNNA.

B pamkax meTtognvecknx pekomeHgaunmn paccMaTpmBaroTCs cnegyowme NHCTPYMEHTbI:

1. NHOPMALMOHHbIE CTEHAPbI,

2. o(huumarnbHble MHTEPHET-PeCcypChl;

3. cpeactea MaccoBon MHAopMaLMK (LLKOMbHbIE ra3eThl, Negarornyeckne n3gaHna n gpyrue).



MHcpopmaumnoHHbIe cTeHAbI
Ha nHdopmauunoHHbIX cTeHaax B obweobpasoBaTenbHbIX OpraHM3aumsix, pacnonoXeHHbIX B done
yypexageHmn n B kabuHeTax, OCHaLLEHHbIX NepcoHanbHbIMW YCTPOMCTBaAMKU AN BbIXxoga B CeTb
"MIHTepHeT", pekomMmeHOyeTCA pasMecTuTb MHGOPMALMOHHbIE MaMATKU, cofepXaliMe OCHOBHblEe
coBeTbl N0 obecneyeHnto MHPopMaLMOHHOM 6e30NacHOCTU yYaLLMXCs.
B npunoxeHun N 1 K MeToguMyeckum pekoMeHgaumam npencraBneH obpasel namaTki gns
pasmMeLLeHns Ha NHPOPMAaLIMOHHBIX CTEHOaX.

CpencrtBa maccoBoun MHcpopmaumm
B cpencteax maccoBov WMHGOPMaUUMW, OPUEHTUPOBAHHbLIX Ha O0y4aloLMXCH, peKkoMeHayeTcsa B
TedyeHne yd4ebHOro roga perynsipHo nybnukoBaTb MH(POPMALNOHHbIE MaTepuanbl, NOCBALLEHHbIE
OTAENbHbIM acnektam MHGOPMaUNOHHOM 6e30MacHOCTK, a TaKKe pasfnU4YHble NamATKM obuiero
XapakTepa.
B cpegcrteBax maccoBon MHopmauum, OpUEHTUPOBAHHbLIX Ha Medarormyeckyto obLecTBEHHOCTb,
peKkoOMeHAyeTCa B TeYeHWe KareHAapHoro roga perynapHo nybnukoBaTb WMHGOpPMaUMOHHbIE
MaTepuanbl, MNOCBSALWEHHbIE OTAENbHbIM acnektam uHpopMaumMoHHoOn 6e30macHOCTM  Kak
HEeCOBEPLUEHHONETHMX, Tak 1 0bLieobpasoBaTeNbHbIX OpraHM3aunin, a Takke pasnuyHble NaMAaTKuy,
0030pbl HOPMATUBHO-NMPABOBOrO PErynMpoBaHna AaHHOW cdepbl U MHEGOPMALMIO O aKTyarbHbIX
MEpOoNpUATMAX U COObITUAX B AaHHOW cdepe.
B xope npoeegeHus EpuHoro ypoka no 6esonacHocTn B cetu "MIHTepHeT" pekomeHayeTtcs
obecneunTb BbINYCK TEMATUYECKOro BbiNycka CpeAcTBa MaccoBOW MHdopmauumn nnbo cepumn
nyGnukaumn, cpeagn KoTopbiX PacCMOTPETb OPraHM30BaHHbLIE MEPONPUATUSA ANA 0byyarLmMXcs, Ux
poauTenen (3akoHHbIX NpeacTaBuTeNnen) u negarormyeckon obLLeCcTBEHHOCTH.

OdmumanbHble UHTepHeT-pecypcebl
ObweobpasoBaTenbHbIM OpraHM3auMsaM pekoMeHAyeTCcsa Ha cBoux oduumanbHbiX WHTepHeT-
pecypcax obecneunTtb (PYHKLMOHUPOBAHNE CAMOCTOATENBbHOrO U CneunanvM3vpoBaHHOro pasgerna
"MHpopmaumoHHasa 6e3onacHOCTL", B paMKkax KOTOPOro NpegyCcMOTpeTb pas3MeLleHne crnenyoLen
NHopMaLn:
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OpraHam, ocyuwecTBnaWNMM ynpaBneHne B cdepe o0pa3oBaHUS, PEKOMEHOYeTCsl Ha CBOMX
oduuymnanbHbix  UNHTepHeT-pecypcax obecneuntb PYHKLUMOHMPOBAHME CaMOCTOSTENbHOIO U
cneumanuanpoBaHHoro pasgena "MHdopmaumoHHaa 6Ge3onacHocTb", B paMKax KOTOPOro
npesycMOTpeTb pasMmeLleHne crneayroLwen nHpopmaumm:

Mpunoxexue N 1
NAMATKA
OnA OBYYAKOLWMXCA OB MH®OPMALIMOHHOW BE3ONACHOCTU OETEX
HEJb3A

1. Bcem noagpsg coobwiatb CBOK YacTHY MHGOpMauuio (Hactoswme nms, pamunnio, TenedoH,
aZpec, HOMep LWKOrbI, a Takke doTorpadum CBou, CBOEN CEMbU U OPY3€EN);

2. OTKpbIBaTb BrOXEHHbIE dhannbl NIEKTPOHHON MOYThI, KOr4a He 3Haellb OTNpaBUTENS;

3. MpybuTb, NnpuampaTbCs, OkasbliBaTbh AaBrEHME - BECTU cebs HEBEXITMBO N arpeCCUBHO;

4. He pacnopsbkancs geHbramm TBOEW ceMbk 0e3 paspelueHuss cTaplimnx - Bcerga cnpaiuvBan
poauTenen;

5. He BcTpevanca ¢ WMHTepHeT-3HaKOMbIMW B pearibHOM >XMU3HW - MOCOBETYNCH CO B3POCHbIM,
KOTOpOMY JoBepsieLlb.

OCTOPOXHO

1. He Bce nuwyTt npaegy. Yntaews o cebe Henpaeny B WHTepHeTe - coobuwm o6 3TOM CBOUM
poanTENSAM UMW ONEKYHaM;

2. MNpurnawatoT nepenncbiBaTbCA, UrpaTb, 0OMeHNBaTLCA - MPOBEPbL, HET NN NOABOXA;

3. HesakoHHOe konnpoBaHue hannos B MIHTepHeTe - BOPOBCTBO;



4. Bcerga pacckasbiBan B3pocCrnbiM O npobriemax B CeTu - OHM BCeraa noMoryT;

5. Ncnonb3yn HacTponkm 6e30nacHOCTM U NPUMBATHOCTWU, YTOObI HE MOTEPSATb CBOM aKKayHTbl B

couceTax 1 gpyrux nopranax.

MO>XXHO

1. YBaxawn gpyrux nosib3oBaTernen;

2. Nonbk3ayelwbcs MHTEPHET-UCTOYHUKOM - [ienai CCbINKy Ha Hero;

3. OTKpbIBal TONBLKO TE CCbISIKK, B KOTOPbIX YBEPEH;

4. ObwaTtbCca 3a MOMOLLBI B3POCMbIM - POAMTENM, OMNEKyHbl M aAMUHUCTpaUUsS CanToB Bcerga

NMOMOryT;

5. Nponan obyyeHne Ha cante "CeTeBUYOK" 1 NONYyYN NacnopT LMGPOBOro rpaxkgaHunHal
MpunoxeHne N 2

MHPOPMALMOHHAA MAMATKA
AnA obYYAKOLWKMXCA ANA PASMELLEHUA
HA O®OULUUNAJIbHbIX MHTEPHET-PECYPCAX

C KkaxablM roooM MOMOOEXM B UHTEPHETEe CTaHOBUTbCS Oonblue, a LWKOMbHUKA OOHU U3 caMblX
aKTUBHbIX nonb3oBaTtenen PyHeta. Mexay TemM, NOMUMO OFPOMHOrO KonmM4yectBa BO3MOXHOCTEWN,
WHTEPHET HeceT 1 NpobnemMbl. OTa NamATka LOMmKHa NoMoYb Tebe 6e30nacHO HaxoauTLCA B CETU.
KomMnbloTepHble BUPYChI

KomMnbloTEpPHBIN  BUPYC - 3TO pPa3HOBUOHOCTb KOMMbIOTEPHbBIX MPOrpaMM, OTANYUTENBHON
0COBEHHOCTBIO KOTOPOM SIBMISIETCA CNOCOBHOCTb K pa3MHOXEeHUI0. B gononHeHue Kk aTomMy, BUPYCbI
MOryT noBpeauTb WM MNOSIHOCTbK YHUYTOXUTL BCe annibl U AaHHble, MOAKOHTPOSbHbIE
nonb3oBaTento, OT MMeHU KOTOpPOro Obina 3anylleHa 3apaxeHHasi nporpaMmma, a Takke noBpeauTb
UNN Jaxe YHUYTOXWUTb OMEepaLMOHHYKD CMCTEMY CO Bcemu hbarvnamm B Lenom. B GonblumHcTBE
Cny4aeB pacnpOCTPaHAITCS BUPYChl Yepe3 NHTEPHET.

MeToab! 3aWmnTbl OT BPELOHOCHbIX MPOrpamm:

1. cnonb3yn COBpEMEHHbIE OMnepaunoHHbIE CUCTEMbI, UMEIOLLNE Cepbe3Hbl YPOBEHb 3aLlUTbl OT
BPEAOHOCHbIX NporpamMmm;

2. TloctosHHO ycTaHaBnmMBan navtM  (uMcpoBble  3annaTtkM, KOTOpPble aBTOMaTUYECKU
yCTaHaBMMBalOTCSA C Uenblo AopaboTkn nporpaMmmbl) U apyrme obHOBNEHUSA CBOEN onepaunoHHOM
cuctembl. CkaumBam Ux TONbKO ¢ odmumanbHoro canta paspabotumka OC. Ecnu cyllecTByeT pexnm
aBTOMaTU4eCKOro 0BHOBIIEHUS, BKIOYM €r0;

3. Pabotan Ha cBoeM KOoMMNblOTEPE NOA NpaBamMu MNOMb3OBaTeENs, a He agMUHUCTpaTopa. OTO He
NO3BONUT OOMbLUMHCTBY BPEOOHOCHbLIX MPOrpaMM WHCTaNMpoOBaTbCA Ha TBOEM MEPCOHarbHOM
KOMMbIOTEPE;

4. Wcnonb3yh aHTMBUPYCHble MpOrpaMMHble MPOAYKTbl  U3BECTHbIX Mpou3BoguTenen, ¢
aBTOMaTn4yecknm obHosneHnem 6as;

5. OrpaHuyb n3n4eCcKkmii 4OCTYN K KOMMbOTEPY AN51 MOCTOPOHHUX NN,

6. Micnonb3yn BHELLHNE HOCUTENW MHOpPMaLMN, Takne Kak prieLuka, AUCK Unu ann ns MHTepHeTa,
TONbKO N3 NPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBan KOMMbIOTEPHbIE (hainbl, NOMyYEHHbIE N3 HEHaOEXHbIX UCTOYHUKOB. [laxe Te hansbl,
KOTOpble Npucnan TBOW 3HAKOMbIN. Jlyylle yTO4HM y Hero, oTnpasBnan nn oH Tebe mx.

Cetn WI-FI

Wi-Fi - 3TO He B nepeaayn AaHHbIX, HE TEXHOMOrMs, a Bcero nuib 6peHa, mapka. Ewe B 1991 rogy
HuaepnaHackasi KomnaHus 3apernctpmpoBana 6peng "WECA", yto o6o3Hayano crnoBocoyeTaHue
"Wireless Fidelity", koTopbin nepeBoguTCA Kak "6ecnpoBogHast TOYHOCTL".



[o Hawero BpemeHun gowrna apyrasi abbpesumatypa, KoTopasi ABMASETCA Takow e TexHonormen. AT1o
abbpesunatypa "Wi-Fi". Takoe HaszBaHue 6GbINO JAaHO C HAMEKOM Ha CTaHAapT BbICLUEN 3BYKOBOW
TexHukn Hi-Fi, yTo B nepeBoge 03HayaeT "BblCOKasi TOMHOCTbL".

[a, 6GecnnaTHbii WHTEPHET-OOCTYN B Kade, oOTensix W asponoptax £ABMASETCA OTANYHOM
BO3MOXXHOCTbIO BblX04a B MHTEpPHET. HO MHOrMe akcnepTbl cumTaroT, Y4To obweaoctynHble Wi-Fi cetu
He aABNATCs 6e30nacHbIMU.

CoBeTbl No 6e3onacHocTy paboTbl B 06LenocTynHbIx ceTax Wi-fi:

1. He nepenaBan cBo nNn4Hy0 MHopmaumo vyepes obwenoctynHole Wi-Fi cetn. PaboTasa B HuX,
XenaTtenbHO He BBOAMTb Naponu JOCTyNa, NOrMHbI U Kakne-To HOMepa;

2. Vicnonb3yn n 06HOBNSAN aHTUBUPYCHbIE Nporpammbl U 6paHamayep. Tem cambiM Tbl 06e3onacuilb
cebsi OT 3aKaykm BMpyca Ha TBOE YCTPOWNCTBO;

3. Mpwn ucnonb3oBaHum Wi-Fi otkntoum coyHkumio "O6wimii goctyn Kk dpannam n npuHtepam”. JaHHas
JYHKUMSA 3aKpbiTa MO yMOMNYaHMo, OAHAKO HEKOTOPbIE NMOfb30BaTENN aKTUBUPYIOT ee Ans yaobcTea
MCcnonb3oBaHus B paboTte nnu yyebe;

4. He ucnonb3yn nybnunuHbin WI-FI ons nepefayn nuyHbIX AaHHbIX, Hanpumep Ans Bbixoga B
coumarnbHble CETU UMK B SNIEKTPOHHYHO MOYTY;

5. Vicnonb3yin TonNbko 3awuueHHoe coegmHeHne yepe3 HTTPS, a He HTTP, T.e. npn Habope Beb-
agpeca BBOAM MMeHHOo "https://";

6. B mMobunbHoM TenedoHe oTknoun dyHkumo “lMogknioveHne k Wi-Fi aBTomatmyeckn". He
Aonyckam aBToMaTM4eckoro noakntoveHns yctponctaa k cetam Wi-Fi 6e3 TBoero cornacums.
CoumanbHble ceTtu

CoumanbHble CeT akTUBHO BXOASAT B HALLY XXN3Hb, MHOTUE Noan paboTaloT U XKMBYT TaM MOCTOSAHHO,
a B Facebook yxe 3apernctpypoBaH Munnuapg YesioBek, 4YTO sBMSeTCcA O4HOW CefbMOW BCeX
Xutenen nnaHetbl. MHOrMe nonb3oBaTeNnn He MOHUMAIKT, YTO MHGOPMaUKUS, pasMeLlleHHas UMK B
coumarnbHbIX CeTaX, MOXeT ObITb HauvgeHa M UCNoSfib3oBaHa KeM YroAHo, B TOM 4uClle He
obsa3aTenbHO ¢ 6narMMm HamepeHUsAMMU.

OcHoBHble coBeTbl N0 6€30MacHOCTM B coUMarnbHbIX CETAX:

1. OrpaHuyb cnucok apysen. Y 1ebs B Apy3bax HE AOSMKHO ObITb CRyYarHbIX N HE3HAKOMbIX NIOAEN;
2. 3awmuiai CBOK YacCTHYK XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, AaTy TBOero
POXOEHNA W OPYryl0 JNUYHY0 MHGOPMAaLMIO. 3MNOYyMbILNEHHUKA MOTYT MCMNOMb30BaTh Aaxe
MHOPMaLNIO O TOM, KaK Tbl U TBOM POAUTENM NIAHNPYETE NPOBECTUN KAHWKYIbI;

3. 3awmuian ceo penyTauuio - AEPXK ee B YNCTOTE 1 3agaBan cebe Bonpoc: xoTen 6bl Tbl, YTOObI
apyrve nonb3oBaTenv BUOENW, YTO Tbl 3arpyxaews? Nogyman, npexae Yem 4to-To onybnmkoBaTth,
HanmMcaTb U 3arpysnTb;

4. Ecnu Tbl roBopuLlb C NIOABMU, KOTOPbIX HE 3HAELLb, HE UCMNOSb3YM CBOE pearnibHOe UMS N OPYryro
NNYHYI0 MHOPMaUUK: NMS, MECTO XUTENbCTBA, MECTO Yy4eDbI U Npoyee;

5. N3beran pasmeLyeHuns potorpadun B HTepHETE, rae Tbl M306paXKeH Ha MECTHOCTU, MO KOTOPOW
MOXXHO onpeaenuTb TBOE MECTOMONOXEHNE;

6. Mpu pernctpaumm B coumarnbHON CeTU HEOBXOANMO UCMONBb30BaTh COXHbIE MApOsn, COCTosILne
13 6yKB 1 LNMP M C KONMMYECTBOM 3HAKOB HE MeHee 8;

7. Ana coumnanbHOM CEeTWU, NOYTbl U OPYrMX CanToB HEOOXOAMMO WMCMONb30BaTb PasHble Naposiu.
Torga ecnu Tebsi B3NOMatoT, TO 3M0yMbILLAEHHWKM NOMyYaT AOCTYN TONbKO K 04HOMY MECTY, a He BO
BCe cpasy.

OnEeKTPOHHbIE AEHbLIN

OneKTPOHHbIE AEHbIN - 3TO OYeHb YAOOHbLIN Cnocob nnaTexemn, OAHAKO CYLLECTBYHOT MOLLUEHHUKN,
KOTOpbIE XOTAT NOSMYyYnUTb 3TN AEHbLIN.

OnEeKTPOHHbIE AEHbM MNOSIBUITUCbL COBCEM HELaBHO M MMEHHO M3-3a 3TOr0 BO MHOMMX rocygapcraax
00 CUX NOp HE NPOMNUCAHO NMPO HUX B 3aKOHaX.

B Poccuun xe OHM PYHKUMOHMPYKOT M O HUX YXKe MPONuUCcaHo B 3aKOoHe, rae uxX pasgensoT Ha
HECKOJTbKO BWOOB - @aHOHMMHbIE U HE aHOHMMHble. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te, B



KOTOPbIX pa3peLuaeTcsa NnpoBoANTb onepaumm 6e3 naeHTudmrkaunum nonb3oBaTens, a B HEaHOHUMHbIX
noeHTUrKauma nonb3oBaTens ABngeTcsa 06s3aTenbHON.

Takke cnegyeT pasnuyaTtb 3NEKTPOHHbIE mnaTHble AeHbIM (paBHbl FOCYAAPCTBEHHbLIM BantioTam) u
9NEKTPOHHbIE HemaTHbIe OeHbrM (He paBHbl rOCYAapCTBEHHbIM BartoTam).

OcHoBHble coBeTbl No 6esonacHom paboTe C 9NEeKTPOHHbIMU AeHbraMu:

1. MpuBSXN K cHETY MOBUIBHBIN TeNedOH. ATO caMbl YAOOHbIN 1 BbICTPLIA CNOCO6 BOCCTAHOBUTL
AocTyn K cyeTy. [NpmnBs3aHHbIi TenedoH NOMOXET, ecnu 3abyaellb CBOW NnaTeXHbI Naposib Unu
3anjellb Ha canuT C HE3HAKOMOro YCTPOMCTBA;

2. Ncnonb3yn ogHopasoBble naponu. lNocne nepexofa Ha yCUNEHHY aBTopuaaumio Tebe yxe He
OyaeT yrpoxaTb OMACHOCTb KpaXu UIn nepexsaTta nnaTexXHoro napons;

3. Bbibepu cnoxHbli napornb. MNMpectynHukam 6yaeTt He NPOCTO yragaTh CNOXHbIA Naponb. HagexHble
naponu - 9TO Naponu, KOTopble coaepXaT He MeHee 8 3HAKOB WM BKIKOYAlT B ce0S CTPOYHbIE M
nponucHble OyKBbl, UUMPbl W HECKONbKO CUMBOSOB, TakMe Kak 3HaK gonnapa, QyHTa,
BOCKNMUAaTemNbHbIN 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NUYHbIE AaHHbIE HA CanTax, KOTOPbIM He JoBepsieLlb.

OreKkTpoHHas noyTa

ONEKTPOHHAas noyTa - 3TO TEXHONOIMA U NpPeaocTaBnseMble et YCyri no nepecbisike U Nony4YeHuto
9NEKTPOHHbIX COOBLLEHNI, KOTOPbIE pacnpeaensatTCca B KOMMNbIOTEPHOM ceTh. OBbIYHO 3NEKTPOHHbIN
NOYTOBBIN AWK BbIrMSANT cnegyowmm obpasom: nMsa_nonb3oBaTena@umsa_aoMeHa. Takke kpome
nepegadm NpPocToro TekcTa, UMeeTCcs BO3MOXHOCTb nepefasath hansbl.

OcHoBHble coBeTbl No 6e3onacHom paboTe C INEKTPOHHON NOYTON:

1. Hago BbiGpaTth NpaBumbHbIN NOYTOBLIV CEPBUC. B MHTEpPHETE €CTb OrpOMHbLIN BbIGOp GecnnaTHbIX
MOYTOBbIX CEPBUCOB, OAHAKO Ny4yLle JOBEPATb TEM, KOro 3Haellb U KTO NepBbIn B PENTUHTE;

2. He ykasblBa B JMYHOM MOYTE JIMYHYKO WHGoOpMauuw. Hanpumep, nyywe BbibpaTtb
"My3blkanbHbIM_haHat@" nnu "pok2013" BmecTo "Tema13";

3. Vcnonb3yn AOByxaTanHyt aBTOpu3auuio. JTO Korga MOMMMO MNapons HYXXHO BBOAWUTb Kop,
npucbinaemoin no SMS;

4. Bbibepn cnoxHbin naponb. Ons kaxgoro nNoYTOBOro fAlMKa OOIMKEH ObiTb CBOWM HageXHbIN,
YCTONYMBBIN K B3NIOMY Napoib;

5. Ecnu ecTb BO3MOXHOCTb HanmcaTb CaMOMY CBOW NIMYHbIA BOMPOC, UCMOMb3yN 3Ty BO3MOXHOCTb;
6. cnonb3yn HECKONbKO MOYTOBLIX AWMKOB. [lepBbin ANA 4acTHOW Nepennucku ¢ agpecaTtamu,
KOTOPbIM Tbl AOBepsielb. JTO 3NEKTPOHHbIN aApec He HafZo UCMOoNb30oBaTbh MpU perncrpauum Ha
dopymax n cantax;

7. He oTKpbIBan hannbl n gpyrue BAOXeHUs B NMCbMax, Aaxe eCriv OHU NPULLNN OT TBOUX OpPY3€EN.
INyywe yTo4HM Yy HUX, OTAPaBNSAny N1 oHn Tebe aTu dannsbl;

8. NMocne okoH4YaHnAa paboTbl Ha NOYTOBOM CEpPBUCE Nepen 3akpbiTUEM BKITALAKN C CakuTOM He 3abyab
HaxkaTb Ha "Bbitun".

KnbepbynnuHr nnu BuptyansHoe n3gesaTenbCTBO

KnbepbynnuHr - npecrnegoBaHne coobLlieHnamMu, cogepxawmmm ockopbrieHusi, arpeccuio,
3anyrmBaHue; XynuraHcTBO; couunanibHoe OGOMKOTUPOBAHME C MOMOLLBI PasfnUYHbIX UHTEPHET-
CEpBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KnbepOyNIMHrom:

1. He 6pocaiica B 6on. Jlydqwmin cnocob: nocoBeToBaTbCA Kak cebs BECTU WU, €CriK HET TOro, K KoMy
MOXHO 00paTUTbCA, TO BHa4yane ycnokoutbCs. Ecnv Tbl HauyHelwb oTBeYaTb OCKOpONeHnaMu Ha
ockopbeHuns, To TONbKO elle 6onblue pasoxKellb KOH(INKT;

2. YnpaBnsaun CBoen knbeppenytaumnen;

3. AHOHMMHOCTb B ceTu MHuMMmasdA. CyllecTByOT Cnocobbl BbIACHUTb, KTO CTOUT 32 @HOHUMHbIM
aKKayHTOM;

4. He ctouT BectuM XynuraHckui obpas BUpTyarbHOW XM3HWU. WHTepHeT dukcupyeT Bce TBOU
OENCTBUA N COXpaHSAET nx. YaanuTb nx 6yaeT kpanHe 3aTpygHUTENBHO;



5. Cobntogan cBot BUPTyarnbHY YeCTb CMOMOAY;

6. WrHopuvpyn eguHuYHbiM HeratuB. OAHOpa3oBble OCKOPOMTENbHbIE COOOLLEHUA nydwe
nrHopuposaTb. OBbI4HO arpeccus npekpallaeTcss Ha HavyanbHOW CTaguu;

7. baH arpeccopa. B nporpammax o6mMeHa MrHOBEHHbIMU COOBLLEHMSIMI, B COLMANbBHbIX CETAX E€CTb
BO3MOXXHOCTb BIIOKMPOBKM OTAPaBKN COOBLLEHNI C ONpeaesiEHHbIX aapecos,;

8. Ecnn Tbl cBupetenb knbepbynnuHra. TBOM AENCTBUS: BbLICTYNUTb MPOTMB NpecrnegoBaTens,
nokasatb emMy, YTO ero AevCTBUS OLEeHUBAIOTCH HeraTMBHO, noagepXaTb XXepTBY, KOTOPOU HYXHa
ncuxonornyeckasi NOMOLLb, COOBLNTL B3POCHbIM O (bakTe arpeCcCMBHOrO NOBEAEHNS B CETH.
MobunbHbIN TenegoH

CoBpeMeHHble CMapT(OHbI U NaHLWEeTbl coaepKaT B cebe BNofHe B3POCSbIv (PyHKUNOHAn, U Tenepb
OHM MOTYT KOHKYpUpOBaTb CO CTauMOHapHbIMU KOoMMbloTepamu. OfHako, CpencTB 3alinTbl A
NoAoOHbLIX YCTPOMCTB NoKa OYeHb Marno. TecTMpoBaHME 1 MOUCK YSI3BMMOCTEN B HUX NPOUCXOOMUT HE
Tak MHTEHCMBHO, Kak ans MK, To ke camoe kacaeTcsa n MOBUNbHbBIX NPUMOKEHUNA.

CoBpemMeHHble MOOUNbHbIE BOpay3epbl y)Ke MpakTUYeCKM LOrHanm HacTOofbHble aHanoru, oAHako
paclmpeHne oyHKUMoHara BrneyveT 3a cobomn 60sIbLYH CIIOXHOCTb U MEHBLUYIO 3aLLMLLEHHOCTb.
[laneko He BCe NpOM3BOAMTENM BbIMyCKalOT OGHOBNEHUS, 3aKpbIBaAKOLNE KPUTUYECKNE YA3BMMOCTH
AN CBOMX YCTPOWUCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTN MOBUNbHOro TenedgoHa:

Hwnuero He siBnsieTca no-HacToswemy 6ecnnaTtHbeiM. Byab OCTOpOXeEH, BeAb koraa tebe npegnaratoT
GecnnaTtHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl Kakne-To NnaTHble YCNyri;

Oyman, npexge vem otnpasute SMS, ¢oto unm Bngeo. Tbl TOYHO 3Haewsb, rge oHu OyayT B
KOHEeYHOM utore?

Heobxoanmo o6HOBNATL ONepaunoHHY0 CUCTEMY TBOEMO CMapTdOHa;

Mcnonb3yi aHTUBMPYCHbIE NporpamMMbl 45151 MOBUIbHBLIX TENEOHOB;

He 3arpyxan npunoxeHus oT HEM3BECTHONO UCTOYHMKA, Beb OHWU MOryT coaepXaTb BpedoHOCHOe
nporpammMmHoe obecneveHue;

Mocne Toro kak Tbl BblMAeWb C cCauTa, rae BBOAWUIT JIMYHYKO WMHGOPMAaUMIO, 3aMan B HACTPOWKK
Gpaysepa u yaanu cookies;

lMeprnogunyeckn npoBepsin, Kakne nraTHble YCryrn akTMBMPOBaHbI HA TBOEM HOMEpPE;

[aBai cBor HoMep MOBUBHOrO TenedoHa TONbKO JOASAM, KOTOPbIX Thl 3HAELLb Y KOMY AOBEpPSiELLb;
Bluetooth gomkeH GbITb BbIKMOYEH, KOrga Tbl UM He Nonb3yeulbes. He 3abbiBan nHorga NpoBepsTh
aTo.

Online urpsbl

CoBpeMeHHbIe OHMaMH-UrPbl - 3TO KpacoyHble, 3axBaTbiBalLMe pasBfieyeHns, obbeanHsoLme
COTHM ThICSIY YENOBEK NO BCeMy Mupy. Irpoku nccnenyroT AaHHbIN UM MUp, obLLatoTca apyr ¢ 4pyrom,
BbIMOMHSAT 3a4aHus, CPaXKarTCA C MOHCTPaMM U NOosy4varoT onbiT. 3a YAOBOSLCTBME OHU MNaTAT:
MOKynaT AMCK, onnadnsatoT aboOHEMEHT U NpMobpeTaroT Kakne-To onumn.

Bce atn cpeactsa mayt Ha nogaepxaHve U pasBuUTME Urpbl, a Takke Ha camy 6e3onacHOCTb:
COBEpPLUEHCTBYHTCHA CUCTEMbBI aBTOPU3aLMn, BbINYCKAOTCS HOBble naTyn (LMpoBble 3annaTtku gns
nporpamMm), 3aKpbiBalOTCA YA3BMMOCTN CEPBEPOB.

B nogobHbIX urpax CTouT onacatbCA HE CTONbKO CBOMX COMEPHMKOB, CKONIbKO KPaXKkyn TBOEro napons,
Ha KOTOPOM OCHOBaHa cucTemMa aBTopusaumm 60nbLUIMHCTBA UTP.

OcHoBHble coBeTbl N0 6e30MacHOCTU TBOEro UIPOBOro akkayHTa:

1. Ecnn gpyrou urpok BegeT cebsa nnoxo unv cosgaet tebe HenpuATHOCTU, 3abTOKMPYN ero B CNncke
NUrPOKOB,

2. loxanyncsa agMuUHUCTpaTopaM Wrpbl Ha MJIOX0e MNOBEeLEHUEe 3STOro Wrpoka, >XenaTernbHo
NPUNOXUTb Kakne-To JoKa3aTenbCcTBa B BUAE CKPUHOB,

3. He ykasbiBan nn4yHy0 MHGopMauuto B npodanne urpsbl;

4. YBaxan opyrux y4acTHUKOB MO Urpe;

5. He ycTtaHaBnvBan HeouumarnbHble Natym n Mogbl;



6. Ncnonb3yn CnoxHble U pasHble Naponu;

7. Naxe BO BpeMs Urpbl HE CTOUT OTKITOYaTb aHTUBMPYC. [oka Tbl Urpaellb, TBOM KOMMNbOTEP MOTYT
3apasuTb.

PULLNHT NN Kpaxa NUYHBbIX AaHHbIX

O6blyHOM Kpaxken AeHer U JOKYMEHTOB CErofHs Ye HUKOro He YANBULLb, HO C pa3BUTUEM UHTEPHET-
TEXHOMOIrMM 31I0YMbILLNIEHHUKN NEPEMECTUNNCHL B UHTEPHET, M NPOAOIKAIOT 3aHMMaTbCs "Nnobumbim”
aerowm.

Tak nosiBMNacb HoBas yrposa: WHTEePHEeT-MOLUEHHMYEeCTBa UM (PULLIMHI, rMaBHas Lenb KOTOporo
COCTOUT B MOSyYeHUN KOHuOeHUManbHbIX AaHHbIX Nonb3oBaTtenen - NormHoB M naponen. Ha
aHrnunckom a3bike phishing untaetca kak puwmHr (ot fishing - peibHasa nosns, password - Nnaporb).
OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cnean 3a cBOMM akkayHTOM. Ecnu Tbl nogospeBaellb, YTO TBOS aHKeTa Obina B3fnomaHa, TO
HeobxoaumMo 3abriokMpoBaTb €e M COoodWMTb agMUHUCTpaTopaM pecypca 06 3TOM Kak MOXHO
cKopee;

2. Ncnonb3yn 6esonacHble Be6-canTbl, B TOM YUCIe, UHTEPHET-MarasmHOB U MOUCKOBbLIX CUCTEM,;

3. Wcnonb3ym cnoxHble W pasHble naponu. Takum obpasom, ecnu Teba B3nomalwT, TO
3M10yMbILLUITEHHUKM MonyyaT SOCTYMN TOMNbKO K O4HOMY TBOEMY MPOdUIio B CETU, a HE KO BCEM;

4. Ecnn Tebsa B3nomanu, To Heobxoanmo npeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble foOaBneHbl
y Tebsa B Opy3bsX, O TOM, YTO Tebs B3nomanu 1, BO3MOXHO, OT TBOEro UMeHu ByaeT paccbinaTtbcs
chaMm U CCbISTKN Ha (PULLMHIOBLIE CanThl;

5. YctaHoBu HagexHbIn naporb (PIN) Ha MOBunbHbIN TenedoH;

6. OTKNIO4YM coxpaHeHne napona B bpayaepe;

7. He oTkpbIiBan chansnbl U gpyrue BIOXKEHUS B NMUCbMax, JaXe eCrnv OHW MPULLIM OT TBOUX ApYy3en.
Jlydiwie yTouHM y HUX, OTNPaBnsAnu nn oHn Tebe atn dannsbl.

Lindposaga penyraums

LincbpoBas penytaumss - 370 HeraTMBHAs WM nNo3nTUBHas WHgopmauma B cetm o Tebe.
KomnpomeTupyowasa uHpopmauus, pasmelleHHas B MHTEpHeTe, MOXET Cepbe3HbiM obpasom
OTpasuTbCHA Ha TBOeW pearnbHOW Xu3HU. "Lndposas penytaums” - 31O TBOWM UMUOXK, KOTOPLIW
dopmumpyetca n3 nHgopmauum o Tebe B UHTEPHeETE.

TBOe MecTo xuTenbcTBa, yyebbl, TBOE (OMHAHCOBOE MONOXEHNe, OCOOEHHOCTM XxapakTtepa u
pacckasbl 0 6nmM3KMX - BCe 3TO HakansMBaeTcs B CETU.

MHorne nogpOCTKM NErkOMbICNIEHHO OTHOCATCS K ny6nukauum nndHon nHdopmaummn B VIHTEepHeTe,
He NOHMUMast BO3MOXHbIX NOCNeACTBMI. Thl JaXe He CMOXeELLb AoragaTbCa 0 TOM, YTO dooTorpadus,
pasmMelleHHas 5 neT Hasapg, cTana npUYMHOM oTKasa NpUHATL Tebsa Ha paboTy.

KoMmeHTapuun, pasmelleHne TBouUX potorpamm v gpyrme OerUCTBUA MOTyT He UCHEe3HYTb Jaxe
nocrie Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haellb, KTO COXpaHWUn 3Ty MHopmaumio, nonana nu oHa B
MOWCKOBbIE CUCTEMbI U COXpPaHWUIIach fM OHa, a rMaBHOe: YTO NogymMatoT o Tebe okpyxatoLumne Nau,
KOTOpble HanMayT U yBUAAT 3T0. HanTu uHdopmaumio MHOro feT crnycTa CMOXeT fobon - kak 13
[006pbIX NOBYXOAEHUN, TaK U C HAMEPEHNEM NPUYNHUTL Bpes. DTO MOXET BbiTb KTO YrogHO.
OcHOBHbIe cOBeTbI MO 3awuTe LMpoBOM penyTaLumu:

1. Mogyman, npexge 4yem 4To-TO NybnukoBaTb M nepepasaTtb y cebsa B 6nore nnu B coumanbHOM
cetu;

2. B HacTtpomkax npodunsi yCTaHOBWM OrpaHWYeHuUss Ha MPOCMOTP TBoero npocuna u ero
COOEepXXMMOoro, caenav ero Tonbko "ans apysen”;

3. He pasmeLyan n He ykasbiBan MHGOPMaLUIO, KOTOpas MOXET KOro-nmbo ockopbrisiTb v obuxaTb.
ABTOpPCKOE nNpaBo

CoBpeMeHHbIe LLKOMbHUKK - aKTUBHbIE Nofb3oBaTeNnn LMgpoBoro npoctpaHcTea. OgHako ganeko He
BCE 3HalOT, YTO MOSb30BaHME MHOMMMW BO3MOXHOCTAMMU UMppoBOro mupa tpedbyeT cobntogeHns
npaB Ha UHTENNEKTyarnbHyt COOCTBEHHOCTb.



TepMuH "nMHTENNekTyanbHas COBCTBEHHOCTbL" OTHOCUTCA K pas3nuyHbIM TBOPEHUSIM YEr0BEYECKOro
yMa, HadMHasi C HOBbIX M300peTeHnn 1 3HakoB, 0603HaYalWmMx COOCTBEHHOCTb Ha MPOAYKTbI U
ycnyru, W 3akaHudmBas kHuramu, doTorpapumsamu,  KMHounbMamMm U My3blKaribHbIMU
npou3BeSeHUAMM.

ABTOpCKME MnpaBa - 3TO MNpaBa Ha WHTENSEKTyanbHy0 COOCTBEHHOCTb Ha MPOU3BEOEHUS HayKW,
nuTepaTypbl M UCKyccTBa. ABTOPCKME MpaBa BbLICTYNalT B KayeCcTBe rapaHTUM TOro, 4TO
WHTENNeKTyanbHbIN/TBOPYECKM TPyd aBTopa He OydeT HanpacHblM, JacT emy cripasBeanuBble
BO3MOXHOCTW 3apaboTaTb Ha pesynbTaTax CBOero Tpyaa, MonyYuTb M3BECTHOCTb M MpU3HaHue.
HukTo 6e3 paspelueHVss aBTopa He MOXeT BOCNPOU3BOAUTbL €ro NpousBedeHne, pacnpocTpaHaTb,
nyGrnn4yHO AEMOHCTpUpPOBaTh, MpoAaBaTb, MMNOPTUPOBATbL, MyckaTb B NpoKaT, NyGrMYHO UCNOSTHATD,
NoKa3blBaTbL/MCMOMNHATL B adnpe unm pasmewtaTs B MIHTepHeTe.

Mcnonb3oBaHune "nupaTckoro” nporpaMmMHOro obecrneveHnst MOXeT NPUBECTU K MHOTUM pUCKam: OT
NoTepU [aHHbIX K TBOMM akkayHTam [0 ONOKMpPOBKM TBOEro YCTPOWCTBA, rAe YcTaHoBMeHa
HeneranbHas nporpamMmma. He ctouT Takke 3abbiBaTb, YTO CYLLECTBYIOT neranbHble n 6ecnnatHble
nporpamMmbl, KOTOpPblE€ MOXHO HaUTU B CETMU.

O noptane

CeTeBUYOK.pG - TBOV MMaBHbIN COBETYMK B CETU. 34eChb Thbl MOXELLb Y3HaTb O 6€30MacHOCTN B CETU
MOHATHBIM M OOCTYMHbIM S3bIKOM, a MPU BO3HUKHOBEHUW KPUTUYECKOW cuTyaumum obpatutbCcs 3a
coBeTOM. A TaKxXe NPUHATb y4acTue B KOHKypcax 1 cTaTb CambiM LMAPOBLIM rpaxgaHNHOM!

MpunoxeHne N 3
NAMATKA ANA POOUTENEN OB UH®OPMALIMOHHOW BE30OMNACHOCTU OETEN

OnpeneneHne TepmuHa "MHOpMaunoHHas ©e3onacHocTb geten" cogepxutca B PeaepanbHOM
3akoHe N 436-9®3 "O 3awmte geter OT WHAOPMaAUUKU, MPUYMHAIOWEN Bpen MX 300pOBbI0 U
pasBUTMIO", PErynmMpyoWnUM OTHOLLEHUS, CBSA3aHHble C 3awuTon AeTen OT  uHopmauuu,
NPUYNHSIOLLIEN Bpea NX 340PO0BbI0 U (Mnn) pa3BuTuto. CornacHo gaHHOMY 3aKoHY "MHopMaLumoHHas
BGesonacHoCcTb geTen" - 3TO COCTOSAHNE 3aLMLLEHHOCTH, NPU KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN
C MNpUYMHEHWEM WHopmaumen Bpeda UX 300pOBbHO U (MNIM) PU3MYECKOMY, MNCUXUYECKOMY,
AYXOBHOMY, HDABCTBEHHOMY Pa3BUTUILO.

B cuny ®epepanbHoro 3akoHa N 436-P3 nHpopmaumen, npuunHaoLWen Bpes 300p0OBb0 U (1K)
pasBUTUIO AEeTEN, ABMNAETCS:

1. nHpbopmaums, 3anpeLleHHasa ans pacnpocTpaHeHus cpeau aeTen;

2. NHpopMaLUms, pacrnpoCTpaHeHNe KOTOPOW OrpaHNUYeHo cpeau geTeun onpeneneHHbIX BO3pacTHbIX
KaTteropumn.

3. K uHbopmaumu, 3anpeLeHHON ans pacnpocTpaHeHus cpean geten, OTHOCUTCS:

4. nHpopMaum4, nobyxaaroLlasa 4eTemn K COBEPLUEHUIO 4ENCTBUI, NPEACTaBNAOLMNX YIPO3Y UX XKU3HU
N (Mnn) 30OPOBLIO, B T.4. MPUYNHEHMIO Bpeaa CBOEMY 3[0POBbLI0, CaMOyOUNCTBY;

5. cnocoBHOCTL BbI3BaTh Yy AETEN XenaHne ynotpebutb HapKoTUYeckue cpeacTBa, NCUXOTPONHbIE U
(vnn) ogypmaHuBawwme BewlecTBa, TabayHble M3OEeNus, ankorofbHYH W CAMPTOCOLEpPXKALLYHO
NPOAYKLMIO, MUBO U HANUTKW, U3roTaBfMBaEMbIE HA €ro OCHOBE; NPUHATb Y4acTue B a3apTHbIX Urpax,
3aHMMaTbCA NPOCTUTYUMERN, BPOASKHUYECTBOM NI NOMPOLLANHNYECTBOM;

6. obocHOBbIBaKOLWAA MNU onpaBAbiBatoLiass ONYCTUMOCTb Hacumnmsa u (Mnm) XecTtokocTn nmbo
nobyxgatoLwasn ocyLwecTBsATb HACUITbCTBEHHbIE ENCTBUS NO OTHOLUEHWIO K NI0OAM U XXUBOTHbIM;

7. oTpuuarLLasl CEMenHbIe LEHHOCTN N hopMUPYIOLLLAA HEYBAXKEHUE K poauTeNnam n (Mnun) apyrum
4yfieHaM CeMbM;

8. onpaegbliBatoLLiasi NPOTUBONPaBHOE NoBeAEHNE;

9. cogepxalas HeLeH3ypHy 6paHsb;

10. cogepxallas MHpopmMaLmo nopHorpadnyeckoro xapakrepa.



K nHdopmaumm, pacnpoctpaHeHMe KOTOPOW OrpaHuMYeHo cpean geTen onpeferieHHoro Bo3pacTa,
OTHOCUTCS:

1. tHdopmauus, npeacTaBnseMas B BUAe N300paKeHns Nnmn onmcaHns XecTtokocTn, n3n4eckoro un
(M) NCUXMYECKOro HACUIMS, NPECTYNIIEHNS NN MHOMO aHTUOBLLLECTBEHHOIO OENCTBUS;

2. BbI3blBalOLLAs y AeTen cTpax, yKac Unm naHuky, B T.4. NpeacTaBnsemas B Buae n3obpaxeHuns nnu
ONUCaHNA B YHWXKawLlen 4enoBevyeckoe [JOCTOUHCTBO (popMe HeHacUITIbCTBEHHOM CMepTH,
3aboneBaHnsi, camMoybuiCTBa, HECYaCTHOro crnydasi, aBapum WnuM Katactpodbl u (Mnn) wmx
nocneacTBuin;

3. npeacrtasnsemMas B Buae n3obpaxeHnsa unm onMcaHns NonoBbIX OTHOLLEHUN MeXOy MYXXYUHON U
YKEHLLIMHOW;

4. copepxallas bpaHHble CrioBa U BblpaXKeHUS, He OTHOCALLMECS K HELLEH3YpHON BpaHu.

C yyeTtom atoro Bam npegnaratotcs npasuna paboTbl B ceTn IHTEpHET AN pasnmyHbIX BO3PACTHbIX
KaTeropun, cobnogeHne KOTopbIX NO3BONUT obecneynTb MHAPOPMaLMOHHY 6e30MacHOCTb BalUMX
aeten.

O6wwue npaBuna gnga poantenemn

1. HesaBncumo oOT Bo3pacTa pebeHka ucnonb3ynTe nporpammHoe obecneyeHue, nomorarollee
dunNbTpoBaTh U KOHTPONUPOBaTh MHAOPMALMIO, HO HE noslaranTecb MOSIHOCTbK Ha Hero. Bawe
BHMMaHWe K pebeHKy - rnaBHbI METOA 3aL1ThbI.

2. Ecnn Baw pebeHOK uMeeT akkayHT Ha OAHOM W3 coumanbHbiX cepBucoB (Livedournal,
blogs.mail.ru, vkontakte.ru n T.n.), BHUMATENbLHO U3y4nTe, Kakyl MHEPOPMaUMIO MOMELLAKT ero
y4aCTHUKM B CBOMX Npodounsx n 6norax, Bknovas otorpacdum 1 Buaeo.

3. lpoBepbTe, C KakuMu OpyrMMM canTamu CBA3aH coumanbHbin cepBuc Bawero pebeHka.
CtpaHuykn Bawero pebeHka Moryt ObiTb 6Ge3onacHbiMM, HO MOrYT M codepXaTb CCbIfIKA Ha
HexxenaTtenbHble N onacHble canTbl (Hanpumep, NOPHOCAaNT, UKW CalT, Ha KOTOPOM APYr ynoMuHaeT
HOomep coToBoOro TenedgoHa Bawero pebeHka nnm Baw gomawHnm agpec)

4. MNoowpsnTte Bawwnx geten coobwate 060 BCEM CTPAHHOM UM OTTaNKMBAOLLEM U HE CIIULLIKOM
OCTPO pearmpyinTte, Korga oHu aTo AgenatT (M3-3a onaceHuss NoTepATb AOCTYN K IHTepHeTy AeTu He
roBOpPAT poauTensm o npobriemax, a Takke MOryT HadyaTb MCronb3oBaTb VIHTEpHET BHe goma u
LLIKOSbI).

5. BygobTe B Kypce ceTeBon xun3Hn Bawero pebeHka. HTepecynTech, KTO nx apy3ba B VIHTEpHET Tak
Xe, KaK MHTepecyeTecb pearnbHbIMU ApY3bsMU.

Bospact ot 7 fo 8 nert

B VIHTepHeTe pebeHok cTapaeTcs NOCETUTb T€ UMK UHbIE CanTbl, @ BO3MOXHO M YaTbl, paspeLlueHne
Ha noceLleHne KOTopbIX OH He nony4us Obl oT pogutenen. Noatomy poanTensiM 0COOeHHO NonesHbI
OyayT Te OT4eTbl, KOTOpble NPeaoCTaBMfsATCSA NporpaMMaMn no OrpaHUYEeHUIo MCMNONb30BaHMS
WHTepHeTa, T.e. PoouTtenbCcknn KOHTPOSb UK TO, YTO Bbl CMOXETE YBUAETb BO BPEMEHHbIX hannax.
B pesynbTarte, y pebeHka He byaeT oLyLeHns, YTo 3a HUM Be4eTCs MOCTOSAHHbIN KOHTPOSb, OAHAKO,
poantenun 6yaoyT No-npexHemMmy 3HaTb, Kakne cantbl noceltaeT ux pedbeHok. [letn B faHHOM Bo3pacTe
obnagatoT CUIbHLIM YYBCTBOM CEMbW, OHU OOBEPYMBBLI MU HE COMHEBaOTCA B aBTopuTeTax. OHu
nobAaT urpaTb B CETEBbIE UMPbl U NyTELeCcTBOBATb N0 NHTEPHETY, NCNOMNb3Yyst SNEKTPOHHYIO NOYTY,
3axX0ANTb Ha CalTbl U YaTbl, HE PEKOMEHAOBAHHbIE POANTENAMMN.

CoBeTbl N0 6e3onacHocTn B cetTn NHTepHeT ansa geten 7 - 8 net

1. Co3ganTe CnMCoK AOMaLLHMX NpaBuni nNocelleHns VIHTepHeTa npu ydactum geten n Tpebynte ero
BbINOSTHEHUS.

2. TpebynTte oT Bawero pebeHka cobniogeHms BpeMEHHbIX HOPM HaXOXOEHUS 33 KOMMbIOTEPOM.
Mokaxnte pebeHky, 4To Bbl HAabNgaeTe 3a HUM He NOTOMY YTO Bam aT0 xo4eTcs, a noTomMy 4To Bbl
BGecnokonTechb 0 ero 6e3onacHoOCTM 1 Bceraa rotosbl €My NOMOYb.

3. KomnbloTep c¢ nogkrnoyeHmem K VIHTepHeTy [OrmkeH Haxooutbcd B obLlien KoMHaTe noA
NPUCMOTPOM poauTesnen.

4. Vicnonb3ynTte crneuyunanbHble AeTCKME NONUCKOBbIE MALLMHBbI.



5. Wcnonb3ynte cpeactBa OnNOKMPOBAHUS HEXeNaTeNbHOrO0 KOHTEHTa KakK [OMOSIHEHWEe K
cTaHgapTHOMYy PoanTeribCKOMY KOHTPOIHO.

6. Cospanite cemMeunHbI 3NEKTPOHHbIN AWMK, YTOObl HE MO3BONUTL AETAM UMETb COOCTBEHHbIE
agpeca.

7. bnokmpynte poctyn Kk camtam c ©OecnnaTtHbiMM  MOYTOBbIMM  SAWMKAMW C  MOMOLLbLO
COOTBETCTBYHOLLErO NPOrpaMmMHoro obecneveHms.

8. lMNpuyunte peten cosetoBaTbCA C Bamu nepen onybGnvkoBaHWeEM Kakon-nmbo mHdopmaumm
cpenCcTBaMM 3IEKTPOHHOWM MOYThl, YaTOB, PErMCTPALNOHHBIX (POPM U Npodunen.

9. HayuuTe geten He 3arpyxaTtb hansbl, nporpaMmbl Unv My3biky 6€3 BalLero cornacus.

10. He paspeluante getsam ncnosnb3oBaTb CAyXObl MTHOBEHHOMO 0OMeHa COOBLLEHNAMM.

11. B "6enbin" cnncok cantoB, paspeLLeHHbIX A5 NOCEeLLEHNS, BHOCUTE TONbKO CanTbl C XOPOLUEW
penyTaumen.

12. He 3abbiBanTe 6ecegoBatb ¢ AeTbMu 06 nx Apy3bsax B IHTepHeTe, Kak ecnv Obl peyb wna o
OPY3bsiX B peanbHOM XU3HMW.

13. He penante "taby" n3 BONpOCOB MOMOBOM XWU3HW, TaK Kak B VIHTepHeTe OeTn MOryT rerko
HaTKHYTbCS Ha NopHorpadu o UuM canTel "Ans B3pocnbIX".

14. lMNpuyunte Bawero pebeHka coobwate Bam O NOObIX yrpo3ax unm TpeBoOrax, CBA3aHHbIX C
MHTepHeToM. OcTaBanTeCb CMOKONHBIMU U HANOMHUTE AETAM, YTO OHWM B 6e30MacHOCTH, ecrnv camu
pacckasann BaMm O CBOMX TpeBorax. [loxBanute ux n nocoBeTymnTe NOAONTU ele pa3 B NogobHbIX
cny4vasix.

Boapact geten ot 9 go 12 nert

B naHHOM BoO3pacTe 4eTu, Kak NpaBuIio, yKe HacrbllaHbl O TOM, Kakas MHpopmauns cyecTByeT B
MHTepHeTe. CoBepLUeHHO HOPMarbHO, YTO OHU XOTSAT 9TO YBUAETb, NPOYECTb, YCnblwaTk. [1pn aTOM
HY)>XHO MOMHMWTb, YTO AOCTYN K HexemnaTenbHbIM MaTepuanam MOXHO nerko 3abnokupoBatb npu
nomoLn cpencts PoanTensCcKoro KOHTpons.

CoBeTbl No 6e3onacHocTv anga geten ot 9 o 12 net

1. Co3pganTte CnMCcoK AOMaLUHUX NpaBun nocelwleHnsa VIHTepHeT npu yvyactum geten mn Tpebynte ero
BbINOSTHEHUS.

2. TpebyinTte oT Bawero pebeHka cobnogeHns HOpM HaxXoXOeHUs 3a KOMMbITEPOM.

3. HabntoganTte 3a pebeHkom npu paboTe 3a KOMNbIOTEPOM, MOKaXUTE emy, 4To Bbl 6ecnokontechb o
ero 6e3onacHoOCTN 1 Bcerga rotoBbl OkazaTtb €My MOMOLLb.

4. KomnbioTep C nogkntodeHnem B WHTepHET [LOMMKeH HaxoguTbCss B o0wen komHate nofg
NPUCMOTPOM pOoAUTESEN.

5. Wcnonb3ynte cpencrtea OrOKMPOBaHUS HexXernatenbHOro KOHTEHTa Kak [AdOrMofiHeHue K
cTaHgapTHOMYy PoanTeribCKOMY KOHTPOIHO.

6. He 3abbiBariTe NpuHMMaTh HENOCPEACTBEHHOE yYacTue B xu3Hu pebeHka, becenoBatb C AeTbMU
00 nx apysbsix B IHTepHeTe.

7. HactauanTte, 4tOObl OEeTM HWUKOr4a He cornawanucb Ha NU4YHble BCTPEeYU C OpYy3bAMU MO
WHTepHeTy.

8. No3BonanTe geTaM 3axoauTb TOMbKO Ha canThl M3 "6enoro” cnucka, KOTopbIn Co30anTe BMECTE C
HUMMN.

9. MNMpuyynTe geten HUKOrga He Bbl4aBaTb JIMYHYIO MHAOPMALIMIO CPeacTBaMU ANTIEKTPOHHOW MOYTHI,
4yaToB, CUCTEM MIHOBEHHOIro 06MeHa cCoobLLEeHNAMU, PpErMCTPaLMOHHbBIX POPM, NINYHBIX Npoduen un
npu perncTpaumm Ha KOHKypcbl B IHTepHeTe.

10. MpuyunTe peten He 3arpyxatb nporpammbl 6e3 Bawero paspelweHms. OGbACHUTE UM, YTO OHU
MOTYT Cry4arHO 3arpy3vTb BUPYCbl UNK APYroe HexenaTtenbHoe nporpaMmmHoe obecnedeHue.

11. Cospante Bawemy pebeHKy orpaHUYeHHY0 y4eTHYHO 3anucb Anst paboTbl Ha KOMNblOTEPE.

12. MNpuyynte Bawero pebeHka coobwate Bam O NOObIX yrpo3ax WUnmM TpeBorax, CBA3aHHbIX C
NHTepHeTOM. HanomHuTe aetsam, 4to oHM B 6€30MacHOCTU, ecrnv caMm pacckasanu Bam O CBOUX
TpeBorax u onaceHusix.



13. Pacckaxute getsm o nopHorpaduun B NHTepHeTe.

14. HactamBanTe Ha TOM, 4YTOOblI AeTU NPeaoCcTaBNAnNM BaM LOCTYN K CBOEW 3NEKTPOHHOW Mo4Te,
4YTOObI Bbl YOEANNCH, YTO OHM HEe 0bLaTCA C HE3HaKOMLAMM.

15. O6bAcHMTE [eTaAM, YTO Henb3d WUCNoNnb3oBaTb CeTb ANS XYNUraHcTBa, pacnpoCTpaHeHUs
chneTeH unum yrpoas.

Bospact geten ot 13 go 17 net

B aTom Bo3pacTe nNogpoCTKM aKTUBHO MCMOSIb3YHOT NOUCKOBbIE MaLUUHbI, NOJIb3YTCA 3N1IEKTPOHHOM
noyTON, CNny>x6amm MrHOBEHHOro obmMeHa CoobLLEHNAMN, CKauMBaOT MY3bIKY U punbMbl. Manbynkam
B 9TOM BoO3pacTe Oonblle MO HpaBy CMeTaTb BCE OrpaHUYeHUs, OHU XaxayT rpyboro tomopa,
a3apTHbIX Urp, KAPTUHOK "Ans B3pocnbiX". [JeBovkM npeanoymTtaoT obLlaTtbCs B HaTax, Npu 3TOM OHM
ropasgo 6onee 4YyBCTBUTESNbHbI K CEKCyanbHbIM AOMoraTenbctBam B IHTepHeTe.

3avacTyo B JaHHOM BO3pacTe poauTensM yXe BeCbMa CITIOXXHO KOHTPONMPOBaTb CBOMX AEeTeu, Tak
Kak 00 IHTEpHETE OHWU YyXXe 3HalT 3HaYUTENbHO Oonblue CBOMX poauTenen. TeM He MeHee, He
oTnyckanTe geten B "cBobogHoe nnasaHue" no MHTepHeTy. CTapanTecb akTMBHO y4acTBOBaTb B
obLeHun pedbeHka B VIHTepHeTe.

BaxxHO no-npexHemy cTporo cobntogate npasuna MHTepHeT-6e30nacHOCTU - cornawleHme mexay
poantenamn n aetbMu. Kpome Toro, HeO6XoOMMO Kak MOXHO 4Yalle npocmatpvBaTb OTYETbl O
aedarenbHocTu aeten B MIHTepHeTe. CneayeT obpaTnTb BHMMaHWE Ha HEOH6XO4MMOCTb CoaepKaHUs
poaANTENbLCKMX Naponen (naponen agMMHUCTPaTOPOB) B CTPOroM cekpeTe 1 obpaTnuTb BHUMaHME Ha
CTPOroCTb 9TUX Naponen.

CoBeTbl N0 6e3onacHocT B 3TOM Bo3pacTe oT 13 oo 17 net

1. CosganTe CNMCOK OOMalLHMX NpaBun noceweHns VIHTepHeTa npu yvyacTum MOAPOCTKOB M
TpebynTte 6e3ycrnoBHOro ero BbinonHeHus. O6rosopnte ¢ pebeHKOM CNUCOK 3anpeLLeHHbIX CanToB
("4yepHbIn cnmcok"), Yackl paboTbl B HTepHeTe, pyKOBOACTBO MO ob6ueHuto B VIHTepHeTe (B TOM
yucre B Yarax).

2. KomnbtoTep ¢ nogkniodeHmem Kk cetn IHTepHeT JOmMKeH HaXOAMUTbCs B 06LLEen KOMHaTe.

3. He 3abbiBanTe 6becegoBaTh ¢ AeTbMU 00 nX Apy3bsix B VIHTEpHETE, O TOM, YEM OHW 3aHATbI TAKUM
obpasom, ByaTo peyb NaeT o Apy3bsx B pearibHOM X13HWU. CnpawmBanTe o Nogsx, C KOTOpbIMU AeTH
obuiaroTca nocpencTBOM Cry>KO MrHOBEHHOro obmeHa coobLieHnsaMn, YToObl yoeanTbCs, YTO 3TU
noau M 3HaKoMbl.

4. Wcnonb3ynte cpeactBa OMNOKMPOBAHUSA HeXenaTeNbHOro KOHTEeHTa Kak AOMOfIHEHME K
cTaHgapTHOMYy PoauTenbCckoMy KOHTPOIIHO.

5. Heobxognmo 3HaTb, KakmmMum YaTamum nonb3ytoTcs Bawwn getu. lNoowpante mcnonb3oBaHue
MOZEepPUpPYEMBIX YaTOB N HacTamBanTe, YTOObl AeTn He obLanncbk B NPUBaTHOM peXumMe.

6. HactamBanTe Ha TOM, YTOObI A€TWN HUKOrAA HE BCTPEYanuchb IMYHO C ApY3bsMn U3 cetn MIHTepHeT.
7. MNMpunyunte geten He BbldaBaTb CBOK NUYHYIO MHAOPMaUUIO CPpeacTBaMWU 3MEKTPOHHOM MOYThI,
4aToB, CUCTEM MIHOBEHHOro obMeHa coobLeHnAMIU, permcTpaLmMOHHbIX POPM, JIUYHBIX NPOdUIEn 1
npv perncTpaumm Ha KoOHKypchl B IHTepHeTe.

8. MNpuyunte geten He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHns. OBbACHUTE UM, YTO OHM
MOTYT Cry4ariHO 3arpy3vTb BUPYCbl UK APYroe HexenaTtenbHoe nporpaMmmHoe obecnedeHue.

9. lMNpuyunte Bawero pebeHka coobwate BaM O NOObIX yrpo3ax WMNu TpeBOrax, CBSA3aHHbIX C
WHTepHeTOM. HanomHuTe geTtam, 4To OHM B 6e30nacHOCTM, ecnn camm pacckasanu Bam, O CBOMUX
yrposax unu Tpesorax. [loxsanuTte nx n NoCoBeTymnTe NOAONTU eLle pa3 B NOA0BHbIX Criyvasix.

10. PacckaxuTte getam o nopHorpadgum B IHTepHeTe. [lomornte nm 3awmtnTbCsa oT cnama. Hayuute
NoapOCTKOB He BblgaBaTb B VIHTepHeTe CBOEro pearibHOro afiekTPOHHOro ajgpeca, He oTBevaTb Ha
HeXXenaTenbHble NMCbMa U UCMOMb30BaTh crneunarbHble NOYTOBbIE PUNBTPbI.

11. MNMpunyunTte cebst 3HAKOMUTLCS C cCanTaMm, KOTOpble NOCELLAT NOAPOCTKM.

12. Hayuute geten yBaxaTb ApYrux B UHTEpHeTe. YbeanTech, 4TO OHM 3HAKT O TOM, YTO NpaBuna
XOpOoLLEero noBeAeHus 4enCTBYIOT Be3ae - Jaxe B BUPTyanbHOM MUpe.



13. O6GbsAcHMTE OeTAM, 4TO HU B KOEM CJlydae HeNb3d UCNOoJb30BaTb Cetb ans XyInnraHcTBa,

pacnpocTpaHeHns cririeTeH unu yrpos Apyrum niogsm.
14. O6cyanTe ¢ nogpocTkaMmm nNpobnemMbl CETEBbLIX a3apTHbIX UIP U NX BO3MOXHbIN pUck. HanomHuTte,
4YTO AEeTWN He MOTYT UrpaTb B 9TU UrPbl COrNTacHO 3aKOHY.

[MOCTOAHHO KOHTpONUPyMTE Ucnonb3oBaHne MHTepHeTa Bawmm pebeHkom! D10 He HapylleHue ero
NUYHOrO MNPOCTPaHCTBA, a Mepa npeaoCTOPOXHOCTUM U NposiBrieHMe Bawen poanTenbckon
OTBETCTBEHHOCTM M 3a00TbI.



